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1. Introduction

My Digital Accounts respects your privacy and is committed to protecting your
personal data. This Privacy Policy will inform you as to how we look after your
personal data and tell you about your privacy rights and how the law protects
you. This Privacy Policy applies to all who visit our websites

at

(regardless of where you visit it from), who engage with us as part of our
recruitment process, in relation to our services or otherwise in the ordinary
course of our business.

This Privacy Policy is provided in a layered format so you can click through to the
specific areas set out below.

2. Important information and who we are

Our website is not intended for children and we do not knowingly collect data
relating to children.

It is important that you read this Privacy Policy together with any other privacy
policy or fair processing policy we may provide on specific occasions when we
are collecting or processing personal data about you so that you are fully aware
of how and why we are using your data. This Privacy Policy supplements other
notices and privacy policies and is not intended to override them.


https://mydigitalaccounts.com/
https://www2.mydigitalaccounts.com/

Controller

My Digital Accounts is made up of My Digital Accounts Limited (Company
Number: 9514480) with its registered office at Suite 1bb, Landmark House,
Station Road, Cheadle Hulme, SK8 7BS and My Digital Accounts Private Limited, a
company incorporated in India with corporate identity number
U74999TN2018PTC122615.

This Privacy Policy is issued on behalf of the My Digital Account group of
companies so when we mention “we”, “us” or “our” in this Privacy Policy, we are
referring to the relevant company within the group which is responsible for
processing your data. Unless we tell you otherwise when you purchase a service
from us or otherwise interact with us, My Digital Accounts Limited is the data

controller and responsible for your personal data.

Contact Details

If you have any questions about this Privacy Policy or our privacy practices,
please contact us at admin@mydigitalaccounts.co.uk.

You have the right to make a complaint at any time to the Information
Commissioners Office (ICO), the UK supervisory authority for data protection
issues (www.ico.org.uk). We would, however, appreciate the chance to deal with
your concerns before you approach the ICO so please contact us in the first
instance.

Changes to the Privacy Policy and your duty to inform us of changes

We keep this Privacy Policy under regular review. Historic versions can be
obtained by contacting us.

It is important that the personal data we hold about you is accurate and
current. Please keep us informed if your personal data changes during your
relationship with us.

Third party links

Our website may include links to third party websites, plug-ins and
applications. Clicking on those links or enabling those connections may allow
third parties to collect or share data about you.

As part of our services, we may direct you to third party websites which provide
payment collection services. Accessing those services may allow those third
parties to collect or share data about you.



We do not control these third party websites or service providers and are not
responsible for their privacy statements. When you leave our website, we
encourage you to read the privacy policy of every website and service provider
that you visit.

3. The data we collect about you

Personal data, or personal information, means any information about an
individual from which that person can be identified. It does not include data
where the identity has been removed (anonymous data).

We collect different categories of personal data from you depending on how you
interact with us, as follows.

3.1 Information that we collect when you use our website
including when you use our website to access our
services

In using our website, we may collect, use, store and transfer different kinds of
personal data about you which we have grouped together as follows:

Identity Data includes your name, the company you work for, title, date of birth
and gender, government gateway number and national insurance number.

Contact Data includes your address, email address and telephone numbers.

Technical Data includes internet protocol (IP) address, geographical location,
time zone settings, browser plug-in type and version, operating system and
other technology on the devices you use to access our website.

Profile Data includes your username and password, purchases or orders made
by you, your interests, preferences, feedback and survey responses.

Transaction Data includes details about payments to and from you and other
details of services you have purchased from us.

Usage Data includes information about how you use our website including
referral source, length of visit, page views and navigation history and how you
use our products and services.

Marketing and Communications Data includes your preferences in receiving
marketing from us and your communication preferences.



We may also collect, use and share Aggregated Data such as statistical or
demographic data for any purpose. Aggregated Data may be derived from your
personal data but is not considered personal data in law as this data does not
directly or indirectly reveal your identity. For example, we may aggregate your
Usage Data to calculate the percentage of users accessing a specific website
feature. However, if we combine or connect Aggregated Data with your personal
data so that it can directly or indirectly identify you, we treat the combined data
as personal data which will be used in accordance with this Privacy Policy.

We do not collect any Special Categories of Personal Data about you when you
visit our website (this includes details about your race or ethnicity, religious or
philosophical beliefs, sex life, sexual orientation, political opinions, trade union
membership, information about your health and genetic and bio-metric

data). Nor do we collect any information about criminal convictions and
offences.

3.2 Information we collect as part of our recruitment
process

We may collect, use, store and transfer personal data about you which we have
obtained as part of our recruitment process and which we have grouped
together as follows:

Identity Data includes your first name, maiden name, last name, the company
you work for and your position at that firm, your marital status, title, nationality,
date of birth and gender.

Contact Data includes home address, email address and telephone numbers.

Recruitment Data includes, in addition to the above, information supplied by
you and/or obtained by us in connection with employment opportunities at My
Digital Accounts including:

» Information contained in your CV.

o Information contained in documentation to support your right to work in
the UK.

« Information supplied on application forms, interview assessment forms or
during an interview.

e your work history.

o academic records.

« specific job requirements i.e. location, role, salary etc.

e any other work-related information that you provide i.e. education or
training certificates.



« information obtained from your referees and

o any other information that you may chose to provide to us.
We may collect certain Special Categories of Personal Data about you during
the recruitment process such as your race or ethnicity or if you consider yourself
to have a disability or health condition. You are not obliged to provide this
information to us if you do not want to. We do not envisage that we will process
information about criminal convictions.

You will not be subject to decisions that will have a significant impact on you
based solely on automated decision making.

3.3 Information we collect when you engage with us in
relation to our services or otherwise in the ordinary
course of our business

In engaging with us in relation to our services and/or in the ordinary course of
our business we may collect, use, store and transfer different kinds of personal
data about you which we have grouped together as follows:

Identity Data includes your first name, maiden name, last name, the company
you work for and your position at that firm, any other connections that you may
have at that firm, your marital status, title, date of birth and gender.

Visual Data includes copies of passports, driving licences or other identification
documentation or photographic images.

Contact Data includes billing address, delivery address, home address, email
address and telephone numbers. This may include contact details of individuals
who work for or on behalf of our clients.

Financial Data includes bank account details.

Transaction Data includes details about payments to and from you and other
details of products and services you have purchased from us.

Usage Data includes information about how you use our products and services.

Profile Data includes purchases or orders made by you, your interests,
preferences, feedback and survey responses.

Marketing and Communications Data includes your preferences in receiving
marketing from us and our third parties and your communication preferences.



Any other information that you may choose to provide to us either in relation to
you or in relation to any other person.

We also collect, use and share Aggregated Data such as statistical or
demographic data for any purpose. Aggregated Data could be derived from your
personal data but is not considered personal data in law as this data will not
directly or indirectly reveal your identity. However, if we combine or connect
Aggregated Data with your personal data so that it can directly or indirectly
identify you, we treat the combined data as personal data which will be used in
accordance with this Privacy Policy.

We do not collect any Special Categories of Personal Data about you when you
engage with us in relation to our services or otherwise in the ordinary course of
our business (this includes details about your race or ethnicity, religious or
philosophical beliefs, sex life, sexual orientation, political opinions, trade union
membership, information about your health, and genetic and biometric data).
Nor do we collect any information about criminal convictions and offences.

If you fail to provide personal data

Where we need to collect personal data by law, or under the terms of a contract
we have with you, and you fail to provide that data when requested, we may not
be able to perform the contract we have or are trying to enter into with you (for
example to provide you with services). In this case, we may have to cancel the
product or service you have with us but we will notify you if this is the case at the
time.

4. How is your personal data collected

We use different methods to collect data from and about you including through:

Direct interactions. The majority of your personal data will be supplied by you.
You may give us your ldentity, Visual, Contact, Financial and Recruitment Data by
corresponding with us by post, phone, email or otherwise. This includes
personal data you provide when you:

e enter into a contract with us for our products or services.

« apply for a job with us or otherwise contact us speculatively in relation to
potential employment opportunity and when you progress with our
recruitment process.

e interact with us in any way.

« request marketing to be sent to you or give us feedback or contact us.

Automated technologies or interactions. As you interact with our website, we
will automatically collect Technical Data about your equipment, browsing actions



and patterns. We collect this personal data by using cookies and other similar
technologies. Please see for further details.

Third parties or publicly available sources. We will receive personal data
about you from various third parties and public sources as set out below:

Technical Data from analytics providers (such as Google based outside the EU).

« Contact, Financial and Transaction Data from providers of technical,
payment and delivery services.

o Identity and Contact Data from publicly available sources such as
Companies House and the Electoral Register based inside the EU and search
information

« Identity, Contact and Recruitment Data from recruitment agencies where we
have been contacted by a recruitment agency who is putting you forward
for an employment opportunity with us or from referees who you have
nominated during the recruitment process.

o Identity, Contact and Recruitment Data from publicly available sources i.e.
LinkedIn or from third parties who may recommend you to us as someone
who may be interested in working with us.

5. How we use your personal data

Our legal basis for collecting and using the personal information described
above will depend on the personal information concerned and the specific
context in which we collect it.

However, we will normally collect personal information from you only (i) where
we need the personal information to perform a contract with you (including
verifying your identity) or as part of our recruitment process, (ii) where the
processing is in our legitimate interests and not overridden by your rights, or (iii)
where we have your consent to do so. In some cases, we may also have a legal
obligation to collect personal information from you or may otherwise need the
personal information to protect your vital interests or those of another person.

We will rely on your consent to process the Special Categories of Personal Data
mentioned above during the recruitment process. By signing the consent form,
you have given you consent to the processing of the Special Categories of Data
mentioned above. Otherwise, we do not generally rely on consent as a legal
basis for processing your personal data although we will get your consent before
sending third party direct marketing communications to you via email or text
message. You have the right to withdraw consent to marketing at any time by
contacting us.



If we collect and/or use your personal information in reliance on our legitimate
interests (or those of any third party), this interest will normally be to operate
our business and communicate with you as necessary to provide our services to
you, to facilitate recruitment or for our legitimate commercial interest including,
but not limited to:

« facilitating the recruitment process including checking the information that
we collect as part of the recruitment process with third parties or against
other information held by us.

« if you are successful in your job application and take up employment with
us, the information we obtain as a result of the recruitment process will be
used in the administration of your employment with us. We may also use
this information if there is a complaint or legal challenge relevant to this
recruitment process.

« responding to your queries.

e registering you as a new client.

« where we need to perform the contract we are about to enter into or have
entered into with you.

e managing our relationship with you including notifying you about changes
to our terms or to this privacy policy.

o improving our platform, products and services.

e supporting our business operations.

« unless you tell us otherwise, undertaking marketing of any or all of the
services that we provide and which we consider may be of interest to you.

« for the purposes of detecting or preventing illegal activities or otherwise
where we need to comply with a legal obligation. or

e Wwhere itis necessary for our legitimate interests (or those of a third party)
and your interests and fundamental rights do not override those interests.

Note that we may process your personal data for more than one lawful ground
depending on the specific purpose for which we are using your data. Please
contact us if you need details about the specific legal ground we are relying on
to process your personal data.

Marketing

We strive to provide you with choices regarding certain personal data uses,
particularly around marketing and advertising. We have established the
following personal data control mechanisms:

Promotional offers from us

We may use your Identity, Contact, Technical, Usage and Profile Data to form a
view on what we think you may want or need, or what may be of interest to you.



This is how we decide which products, services and offers may be relevant for
you (we call this marketing).

You will receive marketing communications from us if you have requested
information from us or purchased goods or services from us and you have not
opted out of receiving that marketing.

We will use your Identity and Contact Data to contact you if you have expressed
an interest in our services.

Third-party marketing

We will get your express opt-in consent before we share your personal data with
any third party for marketing purposes.

Opting out

You can ask us to stop sending you marketing messages at any time by clicking
on the “unsubscribe” or “opt-out” link in the marketing e-mails that we send you.

Where you opt out of receiving these marketing messages, this will not apply to
personal data provided to us as a result of a product/service purchase,
product/service experience, our recruitment process or other transactions or
interactions with us.

Change of purpose

We will only use your personal data for the purposes for which we collected it,
unless we reasonably consider that we need to use it for another reason and
that reason is compatible with the original purpose. If you wish to get an
explanation as to how the processing for the new purpose is compatible with
the original purpose, please contact us.

If we need to use your personal data for an unrelated purpose, we will notify you
and we will explain the legal basis which allows us to do so.

Please note that we may process your personal data without your knowledge or
consent, in compliance with the above rules, where this is required or permitted
by law.

6. Providing your personal data to others

We may disclose your personal data to any member of our group of companies
(this means our subsidiaries and, if applicable, our ultimate holding company



and all its subsidiaries) insofar as reasonably necessary for the purposes set out
in this Privacy Policy.

We may also share your personal data with the parties set out below for the
purposes set out below:-

« other companies in the My Digital Accounts group and who are based in
India and provide IT and system administration services.

« Service providers who provide data processing services to us or whose
services are integral for the delivery of our services to you (for example, in
relation to the provision of services to you pursuant to a contract that you
have entered into with us or to support the delivery of, provide functionality
on or help to enhance the security of, our website), or who otherwise
process personal information for purposes that are described in this Privacy
Policy or notified to you when we collect your personal information.

« Professional advisers acting as processors or joint controllers including
lawyers, bankers, auditors and insurers who provide consultancy, banking,
legal, insurance and accounting services.

« HM Revenue & Customs, regulators and other authorities based in the
United Kingdom who require reporting of processing activities in certain
circumstances.

o Third parties to whom we are required to disclose such information by law.

e Third parties to whom we may choose to sell, transfer or merge parts of our
business or our assets. Alternatively, we may seek to acquire other
businesses or merge with them. If a change happens to our business, then
the new owners may use your personal data in the same way as set out in
this privacy policy.

We require all third parties to respect the security of your personal data and to
treat it in accordance with the law. We do not allow our third-party service
providers to use your personal data for their own purposes and only permit
them to process your personal data for specified purposes and in accordance
with our instructions.

7. International transfers of your personal
data

In this Section 7, we provide information about the circumstances in which your
personal data may be transferred to countries outside the European Economic
Area (EEA).

We share your personal data within the My Digital Accounts group which may
involve transferring your data outside the European Economic Area



(EEA). Transferring data to some of our external third party service providers
who process your personal data may also involve a transfer of data outside the
EEA.

Whenever we transfer your personal data out of the EEA, we ensure a similar
degree of protection is afforded to it by ensuring at least one of the following
safeguards is implemented:

Where we use certain service providers, we may use specific contracts approved
by the European Commission which give personal data the same protection it
has in Europe. For further details, see European Commission: Model contracts
for the transfer of personal data to third countries.

o Where we use providers based in the US, we may transfer data to them if
they are part of the Privacy Shield which requires them to provide similar
protection to personal data shared between Europe and the US. For further
details, see European Commission: EU-US Privacy Shield.

Please contact us if you want further information on the specific mechanism
used by us when transferring your personal data out of the EEA.

8. Retaining and deleting personal data

This Section 8 sets out our data retention policies and procedure, which are
designed to help ensure that we comply with our legal obligations in relation to
the retention and deletion of personal data.

Personal data that we process for any purpose or purposes shall not be kept for
longer than is necessary for that purpose or those purposes including for the
purposes of satisfying any legal, regulatory, tax, accounting or reporting
requirements. We may retain your personal data for a longer period in the
event of a complaint or if we reasonably believe that there is a prospect of
litigation in respect of our relationship with you.

To determine the appropriate retention period for personal data, we consider
the amount, nature and sensitivity of the personal data, the potential risk of
harm from unauthorised use or disclosure of your personal data, the purposes
for which we process your personal data and whether we can achieve those
purposes through other means, and the applicable legal, regulatory, tax
accounting and other requirements.

By law we have to keep basic information about our customers (including
Contact, Identity, Financial and Transaction Data) for six years after they cease
being customers for tax purposes.



In relation to personal data that we obtain as part of your recruitment process
with us, in the event that you are unsuccessful in your application, your CV and
other personal data gathered as part of that recruitment process, including
recruitment checks and interview notes, may be held for up to 12 months.

In some circumstances we will anonymise your personal data (so that it can no
longer be associated with you) for research or statistical purposes, in which case
we may use this information indefinitely without further notice to you.

In some circumstances you can ask us to delete your data: see below
for further information.

9. Data Security

We have put in place appropriate security measures to prevent your personal
data from being accidentally lost, used or accessed in an unauthorised way,
altered or disclosed. In addition, we limit access to your personal data to those
employees, agents, contractors and other third parties who have a business
need to know. They will only process your personal data on our instructions and
they are subject to a duty of confidentiality.

We have put in place procedures to deal with any suspected personal data
breach and will notify you and any applicable regulator of a breach where we are
legally required to do so.

10. Your rights

In this Section 10, we have summarised the rights that you have under data
protection law.

Some of the rights are complex, and not all of the details have been included in
our summaries. Accordingly, you should read the relevant laws and guidance
from the regulatory authorities for a full explanation of these rights.

Your principal rights under data protection law are:

« theright to access;

« theright to rectification;

o theright to erasure;

« theright to restrict processing;

« theright to object to processing;

« theright to data portability;

« theright to complain to a supervisory authority; and



« theright to withdraw consent.
You have the right to confirmation as to whether or not we process your
personal data and, where we do, access to the personal data, together with
certain additional information (commonly known as a data subject access
request). That additional information includes details of the purposes of the
processing, the categories of personal data concerned and the recipients of the
personal data. Providing the rights and freedoms of others are not affected, we
will supply to you a copy of your personal data. The first copy will be provided
free of charge, but additional copies may be subject to a reasonable fee. You
can access your personal data by visiting your profile when logged into the
website.

You have the right to have any inaccurate personal data about you rectified and,
taking into account the purposes of the processing, to have any incomplete
personal data about you completed, although we may need to verify the
accuracy of the new data you provide to us.

In some circumstances you have the right to the erasure of your personal data
without undue delay. Those circumstances include: the personal data are no
longer necessary in relation to the purposes for which they were collected or
otherwise processed; you withdraw consent to consent-based processing; the
processing is for direct marketing purposes; and the personal data have been
unlawfully processed. However, there are certain general exclusions of the right
to erasure. Those general exclusions include where processing is necessary: for
compliance with a legal obligation; or for the establishment, exercise or defence
of legal claims. We will notify you at the time of request if we are unable to
comply with your request. Where we are not able to comply with your request
of erasure for specific technical reasons, we will advise you of this and agree
appropriate alternative arrangements with you i.e. anonymising the data.

In some circumstances you have the right to restrict the processing of your
personal data. Those circumstances are: you contest the accuracy of the
personal data; processing is unlawful but you oppose erasure; we no longer
need the personal data for the purposes of our processing, but you require
personal data for the establishment, exercise or defence of legal claims; and you
have objected to our use of your data but we need to verify whether we have
overriding legitimate grounds to use it. Where processing has been restricted
on this basis, we may continue to store your personal data. However, we will
only otherwise process it: with your consent; for the establishment, exercise or
defence of legal claims; for the protection of the rights of another natural or
legal person; or for reasons of important public interest.



You have the right to object to our processing of your personal data on grounds
relating to your particular situation, but only to the extent that the legal basis for
the processing is that the processing is necessary for: the performance of a task
carried out in the public interest or in the exercise of any official authority vested
in us; or the purposes of the legitimate interests pursued by us or by a third
party. If you make such an objection, we will cease to process the personal
information unless we can demonstrate compelling legitimate grounds for the
processing which override your interests, rights and freedoms, or the processing
is for the establishment, exercise or defence of legal claims.

If you consider that our processing of your personal information infringes data
protection laws, you have a legal right to lodge a complaint with a supervisory
authority responsible for data protection. You may do so in the EU member
state of your habitual residence, your place of work or the place of the alleged
infringement.

To the extent that the legal basis for our processing of your personal
information is consent, you have the right to withdraw that consent at any time.
Withdrawal will not affect the lawfulness of processing before the withdrawal. If
you withdraw your consent, we may not be able to provide certain products or
services to you. We will advise you if this is the case at the time that you
withdraw your consent.

You may exercise any of your rights in relation to your personal data by written
notice to us.

11. About cookies and our cookie policy

A cookie is a file containing an identifier (a string of letters and numbers) that is
sent by a web server to a web browser and is stored by the browser. The
identifier is then sent back to the server each time the browser requests a page
from the server.

Cookies may be either “persistent” cookies or “session” cookies: a persistent
cookie will be stored by a web browser and will remain valid until its set expiry
date, unless deleted by the user before the expiry date; a session cookie, on the
other hand, will expire at the end of the user session, when the web browser is
closed

Cookies do not typically contain any information that personally identifies a user,
but personal information that we store about you may be linked to the
information stored in and obtained from cookies.



Cookies that we use

We use cookies for the following purposes:

e session status - we use cookies to help us to determine if you are logged
into our website (cookies used for this purpose are: laravel _session)

Cookies used by our Sub-Processers

Our service providers use cookies and those cookies may be stored on your
computer when you visit our website.

If you subscribe to any of the services provided by our service providers you will
be able to find further detail on their privacy and cookie policies here:
https://mydigitalaccounts.com/my-digital-subprocessors/

Gooqgle Analytics

We use Google Analytics to analyse the use of our website. Google Analytics
gathers information about website use by means of cookies. The information
gathered relating to our website is used to create reports about the use of our
website. Google's privacy policy is available

at:

Managing cookies

Most browsers allow you to refuse to accept cookies and to delete cookies. The
methods for doing so vary from browser to browser, and from version to
version. You can however obtain up-to-date information about blocking and
deleting cookies via these links

(Chrome);

(Firefox);

(Opera);

(Internet Explorer);

(Safari); and

(Edge).


https://www.google.com/policies/privacy.
https://support.google.com/chrome/answer/95647?hl=en
https://support.mozilla.org/en-US/kb/enable-and-disable-cookies-website-preferences
https://support.mozilla.org/en-US/kb/enable-and-disable-cookies-website-preferences
https://www.opera.com/help/tutorials/security/cookies/
https://support.microsoft.com/en-gb/help/17442/windows-internet-explorer-delete-manage-cookies
https://support.microsoft.com/en-gb/help/17442/windows-internet-explorer-delete-manage-cookies
https://support.apple.com/kb/PH21411
https://privacy.microsoft.com/en-us/windows-10-microsoft-edge-and-privacy
https://privacy.microsoft.com/en-us/windows-10-microsoft-edge-and-privacy

Blocking all cookies will have a negative impact upon the usability of many
websites. If you block cookies, you will not be able to use all the features on our
website.



